Feature

Software

Appliance

Virtual appliance

Management
console

Cache

Application control

URL filtering

DNS Filtering

Filtering protocols

DLP

DCI - Morphology

DCI - Addblock

DCI - Safesearch

DCI - Antivirus

UserGate
Web Filter

No

No

Yes

65 categories,
500 millions sites

Yes

HTTP, HTTPS

No

Yes

5 languages supported
together with custom
dictionaries

Yes

Yes

google, yahoo, yandex,
bing, youtube

Yes
Avira Antivirus

PineApp
Surf-SeCure

No

Yes

Yes

Yes
60 millions sites

No

HTTP, FTP

No

Barracuda
Web Filter

No

Yes
Barracuda Cloud Control

Yes

Yes

P2P, IM, Proxy (Only over
HTTP), Remote agent

Yes
95 categories

Yes

HTTP/HTTPS
(block only by sites)/FTP

No

No

Yes
Image safe search

Yes
2 antivirus modules

Websense®
Web Filter

No

No

Yes

Websense TRITON®
Unified Security Center

Yes

Yes
Network agent

Yes
90 categories

Yes

HTTP, HTTPS

Yes
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UserGate

Feature .
Web Filter

. . Yes
File type blocking .
Compliance to Rules Yes
and Regulations CIPA, IWF, etc.

Users-Groups,
Network IP policies,
Time of day policies,
Custom categories

Flexibility in Users/
groups

Yes

API for integration
XML-RPC

Working as gateway Yes

Working as proxy Yes

Multitenancy ready
(cloud ready)

Yes

LDAP/Kerberos in

AD integration appliance

Statistics and

. Yes
logging

Yes
Load balancing
(free)

Yes

Scalabilit
y Clustering support

Traffic quota

for user/group o

Maximum
performance
(1 appliance)

Up to 10,000 users

users (without DCI)
Russia

Origin

Web www.entensys.com/

With additional software

(with DCl), up to 100,000

products/usergate_web _filter

Barracuda
Web Filter

PineApp
Surf-SeCure

Yes
mime-types

Yes
CIPA

Users-Groups,
Network IP policies,
Time of day policies,
Custom categories,
Bandwidth quotas

Organization-Groups-Users

Yes

Yes

Yes

No No

LDAP/NTLM/Kerberos

Yes Yes

Yes Yes

Yes
Clustering support

Yes

Yes Yes

Up to 25000 users Up to 2000 Mbps

Israel Australia, Sydney

www.barracuda.com/
products/webfilter

WWW2.pineapp.com/
products/2/web-filtering

Websense®
Web Filter

Time of day policies

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Up to 10,000 users

USA

www.websense.com/content/
web-filter-features.aspx
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